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Objectives G EUSEC

EU SECURITY CERTIFICATION

The Privacy Level Agreement (PLA) Code of Conduct (CoC) is to be used:

* As an appendix to a Cloud Services Agreement and describe the level of privacy protection of the
CSP

* By cloud customers and potential customers as a tool to evaluate the level of personal data
protection offered by different CSPs

e By CSPs as guidance to:
o achieve compliance with EU personal data protection legislation and
o describe the level of privacy and data protection towards data processing



Scope 5 EUSEC

* PLA CoC deals only with the Business-to-Business (B2B) scenario
o the cloud customer is the data “controller” and the CSP is a data “processor”
o both the cloud customer and the CSP are data controllers
» Reflects the GDPR requirements that are relevant to the cloud domain and extends beyond the EU

e Can assess and achieve compliance with the EU personal data protection legislation horizontally
across different sectors and domains



PLA Code of Conduct (CoC) Components S EUSEC

* PLA Code of Practice (CoP)

o Is the “technical standard” and includes a set of privacy controls that a CSP should implement
in order to establish adherence to the GDPR requirements

o 15 domains / 94 controls

Governance

-
'
4
:

* PLA Governance ! PLA Code of Conduct

Cade of Practice

e PLA CoC Assurance Levels

o PLA CoC Self Attestation
o PLA CoC 3™ party Certification
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PLA Code of Practice — Assessment Tool
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in terms of technicol and orgonisational security megsures, and to

compliance and
P ensure the protection of the rights of the data subject;

accountability

DCA-1.2 |2. Decloreto beable to demonstrate complionce with the applicable
EL dota protection law [occountability).

ond demonstrate compliance by the CSP itself and its subcontroctors
(see aiso Section 3.3 = Subcontractors’, befow) or business associgtes.

DCA-1.3 |3 Describe what poficies and procedures the C5F hos in ploce to ensure

DCA-1.4 |+ identify the elements that con be produced as evidence to
demonstrate such complignce., Evidence efements can toke different
forms, such os selfcertificotion/ottestation, third-poarty oudits (e.g.

certificotions, ottestations, ond seois), logs, audit troils, system




PLA CoC Governance S EUSEC

» Governance Bodies, Roles and Responsibilities

* Governance Processes
o Change management process for EU-SEC privacy requirements repository
o Complaints management process

o PLA CoP, PLA CoC Certification and Code of Ethics review processes

* PLA CoC marks issuing, statement of adherence publication



Conclusions S EUSEC

* PLA CoC aims at increasing the level of transparency and accountability from the privacy
and security point of view

o CSPs offers a tool for assessing their level of adherence to GDPR requirements as well as a
mechanism of compliance

o Cloud Customers have a tool to evaluate the level of personal data protection offered by the
different CSPs

* PLA CoC governance structure and its management processes assist the maintenance and
constant alignment of the tool to EU regulatory landscape



